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Introduction

The aim of this assessment is to develop and test your debugging skills using the compiler and debugger. The
exercises come in two parts: the Binary Bomb and Quicksand. In these exercises you will be presented with
puzzles relating to the behaviour of programs. You will be given marks for the number of puzzles you solve
correctly and the number of attempts you take to do so.

This assignment must be done on moss. Neither the Binary Bomb nor Quicksand will run on any other
system.

This is an individual assignment. You should feel free to discuss aspects of C programming and the assign-
ment specification with fellow students. Do not discuss your methods for solving the specific problems given in
the assignment however. You should not actively help (or seek help from) other students with the exercises.

Binary Bomb

This exercise is focused on the use of gdb. The bomb consists of a number of phases which you must defuse
by entering the correct passphrase. You will need to discover this phrase by examining the bomb program in a
debugger. The operation of the bomb has been demoed in lectures.

Important programs

• getbomb - retrieves your version of the bomb. If you run this command it will give you the same bomb
(or an updated bomb with the same answers as the one you had).

• bomb - executes the bomb and prompts for the passphrase to defuse the current phase. It takes as a
parameter, the name of the phase you wish to attempt:

– demo1

– demo2

– demo2

– phase1

– phase2

– phase3

– phase4

– phase5

The demo phases do not affect your mark so practice on them to ensure you understand what is happening.
You may attempt the phases in any order and do not need to complete one before attempting another.

You can also start the bomb with the status argument. This will report your history so far.
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Your attempt will not be recorded until you answer Y to ”Are you sure”. You can quit/kill/restart the
bomb at any time before this with no penalty. We recommend that you run your bomb inside
gdb.

• gdb

Marks

Your attempts will be recorded automatically when you run the bomb on moss. Each phase of the bomb is
worth a maximum of 5 marks. The mark you receive for each phase depends on the number of attempts you
make to defuse that phase. Specifically, if it takes n wrong attempts to defuse a phase your mark will be:

5× 0.9n

Bomb Tips

• Remember that you must enter input before a phase starts to run.

• You should be familiar with the commands p, break, run, cont, next, step, up, and conditional break-
points.

• This is not a race. It is very easy to make silly mistakes due to lack of concentration.

• You may believe the comments written in the bomb.

Quicksand

Quicksand commands

This exercise is about the compiler rather than the debugger. You will explore the operation of a program using
simple statements such as printf. You must identify (Not fix) lines which are either wrong in the source or
are being corrupted (deliberately) in the compilation process.

• get - retrieves your version of the source files. If you run this command, then it will overwrite any changes
you have made with a clean copy.

• test - compiles your source files and performs a series of tests.

• guess - records your guess as to the location of a bug.

• status - displays how many bugs you have correctly identified and how many guesses that you have taken
so far.

More details about quicksand can be found on the man page. man quicksand.
Note: there is a demo version of quicksand called sandpit. You can experiment with it without it affecting

your marks.
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Marks

Your attempts will be recorded automatically when you run quicksand guess on moss. Repeated guesses or
guesses involving invalid tags will not count against you. Each time you correctly identify a bug tag, quicksand
will give you a mark based on how many incorrect guesses you have made since your last correct tag. If you
identify a tag after n incorrect guesses your mark will go up by:

2.5× 0.85n

Guessing not will reduce the marks you already have.

Quicksand Tips

• Remember that you are looking for lines which do not do what they are supposed to do. These lines could
do

– more than they are supposed to,

– less that they are supposed to

– something completely different.

They could be written incorrectly or Quicksand could be corrupting them during the compile
process.

• Remember to distinguish between symptoms and causes. The place where a problem becomes obvious is
not always the cause. For example, if:

c=b-a

is supposed to result in c storing 5, this statement would not be at fault if a==17 and b==2.

• It is possible to identify the faulty lines without making incorrect guesses. If you suspect a line is buggy,
think about how you can test your theory.
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